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Security Threats

The 2 main security threats are:

Non-Physical Social Engineering 

and

Physical Social Engineering
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Non-Physical Social Engineering
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PHYSICAL Social Engineering
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Goals of Physical Social Engineering
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Security is Everyone’s Responsibility

• Under the Privacy Rule of the Health Insurance 

Portability and Accountability Act (HIPAA) you are 

responsible to safeguard the Protected Health 

Information (PHI) of the clients and end users for whom 

you provide interpretation services.

• LSA safeguards its systems to monitor for potential 

breaches in security.

• You must remain aware and diligent to avoid becoming a 

victim of social engineering attacks

• Always report any suspicious activity or potential 

breaches
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Safeguarding Your Login is Vital

• A strong password is one of the best methods of 

defense.

• A strong password should be 8 or more characters in 

length, contain upper and lowercase letters, numbers 

and at least 1 special character. 

• You should change your password at least every 30

days.

• You may change your password at any time, and must 

change it immediately if you think it may have been 

breached.

• Never share your password.

• Never write down your password.
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Always lock your computer
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Proper Handling of PHI & PII

• You should avoid emailing PHI (Protected Health Information) and 

PII (Personally Identifiable Information).

• If you must email information containing PHI or PII you must use 

secure email to protect it from hackers.  

• You should never type PII or PHI in the notes section of the 

interpreting platform.

• If you must take notes that contain PII, PHI or other confidential 

information, all notes must be properly destroyed (not in a trash can) 

at the conclusion of the interpretation.

• Never text PHI or PII as texts are not a secure transmittal system.

• Recording of any LSA calls/interpretation sessions is strictly 

prohibited. This includes over the phone, video remote and on 

location interpretation.
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Compliance Concerns?

Contact LSA

Compliance concerns, questions, and more,

Give us a call when you’re not sure!

Dial 833-234-4831

To voice your concerns as a compliance hero!

No need for your name, your phone number, or more,

Just leave us a message and we will explore!

Do the right thing,

Just give us a ring!

833-234-4831
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Network/Wifi Usage

• Public networks are free wireless internet connections 

offered at public places such as coffee houses, 

restaurants and other institutions.

• Public networks are not as safe as you think they are.  

Refrain from doing work when you are connected to a 

public network.

• You must secure your home network if you are planning 

on using it for work.
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Malware
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How can Malware affect you?
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Types of Malware
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How to prevent Malware infections
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Physical Security
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Questions?

• If you have any questions or concerns please contact 

LSA’s Compliance Department Jbralow@lsaweb.com
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